Sulaiman Albalawi

Cybersecurity Specialist
Riyadh, Saudi Arabia | +966 54 224 3239 | sulaiman.alar@gmail.com |
linkedin.com/in/sulaimanalbalawi/ |Portfolio: sulaiman-albalawi.com

Cybersecurity Specialist with experience in incident response, malware analysis, and cybersecurity architecture. Currently contributing to a major
government digital transformation project at EjadTech, Updated and tested security response plans and aligning cybersecurity controls with
enterprise architecture. Proficient in security tools and automation, with a passion for building secure systems and enhancing organizational

resilience.

EDUCATION
Bachelor of Computer Science (Cyber Security) (Honours) Jan 2021 - Jul 2024
College of Computing and informatics — Universiti Tenaga Nasional (UNITEN) Selangor, Malaysia
Relevant Coursework: Network Security, Malware Analysis, Risk Management, Computer Forensics, Ethical Hacking.

EXPERIENCE
Cybersecurity Specialist | EjadTech Jan 2025 — Present
Digital Transformation Project Riyadh, Saudi Arabia

e  Updated and tested the organization’s Cybersecurity Incident Response Plan to enhance operational readiness.

e  Contributed to the digital transformation of a government entity by aligning cybersecurity architecture with compliance frameworks
and enterprise systems.

e Involved in business continuity planning, risk mitigation, and security documentation.

Co-founder & CTO | LaundryMot Co. (Side Project) Sep 2024 — Present
e  Selected for Misk Launchpad 7.0, where we enhanced our tech-driven laundry model, emphasizing convenience and quality through
smart lockers and a seamless subscription system.

e Leading technical planning and feature design in collaboration with the CEO and COO, ensuring secure user flows, QR integration, and
scalable system architecture.

QA Automation Intern | Fresh Futures Sdn Bhd Jun 2023 — Sep 2023
Summer Training Melbourne, Australia
o Created automated testing scripts using JavaScript and Cypress, reducing manual QA time by over 60%.

e Integrated Mailosaur for email verification workflows, improving test coverage and accuracy.
e  Supported the QA team in identifying bugs and improving software reliability for a major project.

Cybersecurity Incident Response (Virtual Work Experience) | STC Sep 2023
MISK Foundation Remote — Saudi Arabia
e  Used Splunk to investigate and respond to simulated cyber incidents.
e Practiced SIEM operations including log analysis, threat detection, and alert management.

PROJECT

Windows-Based Malware Scanner | Cybersecurity Capstone Project Mar 2024 — Jun 2024

e Designed and implemented a desktop malware scanner using both signature-based and heuristic detection techniques.
e Integrated open-source tools such as Yara, ClamAV and VirusTotal API to scan and analyze files for malicious behavior.

e Developed a user-friendly Windows interface in C#, allowing users to log, view, and interpret scan results.
e Tools & Technologies: C#, Visual Studio, ClamAV, VirusTotal API, Yara, Virtual Machine, Windows Forms, .NET Framework, JSON.

CERTIFICATION & COURSES

CCNA: Introduction to Networks | Cisco Mar 2022
Graduate Technologist — Cybersecurity | Malaysia Board of Technologists (MBOT) Sep 2024
IBM Cybersecurity Foundations | IBM SkillsBuild Oct 2024 — Dec 2024
Introduction to Cybersecurity | Cisco | 30 Hours Feb 2024

Security+ | CompTIA (in progress)
ADDITIONAL INFORMATION

e  Technical Skills:

o  Security & Operations: Incident Response | Threat Detection | Malware Analysis | Vulnerability Assessment | Security Policy
Implementation | SIEM Monitoring.
Tools & Technologies: Splunk | Burp Suite | Mailosaur | Wireshark | Nmap | Metasploit | Git.
Programming & Scripting Languages: Python | C | C++ | C# | Java | JavaScript | SQL | Bash | HTML/CSS | PHP.
Automation & Testing: Cypress | QA Automation | Test Suite Development | Visual Studio | PowerShell.
Platforms & Environments: Windows | Linux (Ubuntu, Kali) | .NET Framework | Windows Forms.

O O O O

e  Soft Skills: Problem Solving | Analytical Thinking | Communication | Attention to Detail | Critical Thinking | Teamwork | Adaptability
| Initiative

e Languages: Arabic (Native) | English (Fluent)
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